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Instructions for Completing the Export Control Forms

Complete the Deemed Export Acknowledgement Form

Page 1: Fill out the Supervisor, Department and Applicant Name

Page 2: Under Licensing Determination, write in the employee's name. Research Security
will determine if a license is needed and will check the appropriate box.

Page 3: ODU Supervisor and Dean/Vice President must Sign and Date. Research Security
will sign Export Control Signature.

Pages 4-5: Fill out all portions of the Export Control Checklist. Research Security will sign
for approval at the bottom of page 5.

No Action Needed on Attachments (Pages 6-11)

You do not need to review, complete, or sign any of the attachment pages included at
the end of the form.

Simply leave them as they are.

Return the Packet

Once the first five pages are completed and signed, return the entire packet to us.

We will review the packet, complete the necessary compliance checks, and email
Research Security directly on your behalf to fill out the remaining sections.
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Deemed Export Acknowledgment

Old Dominion University supervisor:

Department:

Applicant Name:

POLICY:

It is the policy of Old Dominion University to fully comply with all applicable federal statutes, executive orders,
regulations, and contractual requirements for the safeguarding of controlled unclassified information in its
possession. This includes full and total compliance with export controls and transfer of controlled technology.
Under no circumstances shall employees or other persons acting on behalf Old Dominion University engage in
activities in contravention of U.S. export control laws. Employees found to be in willful, intentional violation of
these directives or the provisions of this plan shall be subject to disciplinary actions as defined in the Faculty
Handbook, Staff Handbook.

The U.S. Government controls the transfer of technology to Non-US Persons, and limits access to some unclassified
information to all non-U.S. Persons. These policies also apply to anyone, including a U.S. citizen representing a
foreign interest, e.g., foreign company or foreign government. Various government laws and regulations require
the strict control of Foreign Person visits to defense contractor facilities, whether they are employees or visitors.

DEFINITIONS:

A “Non-US Person” is a person who is not a U.S. citizen, a lawful permanent resident of the U.S. or a protected
individual. A “Non-U.S. Person” includes, but is not limited to, any of the following: 1) U.S. citizens who represent
any foreign entity, such as a foreign corporation, business association, partnership, trust, society, or any other
group that is not incorporated or organized to do business in the U.S., 2) International organizations, 3) foreign
governments, and 4) any agency or subdivision of a foreign government, e.g., embassy or diplomatic missions. For
the purposes of this agreement, a Non-U.S. Person is also referenced as a Foreign National or Foreign Person.

An “Entity” is placed on the “Entity List” because there is reasonable cause to believe, based on specific and
articulable facts, that the entity has been involved, is involved, or poses a significant risk of being or becoming
involved in activities that are contrary to the national security or foreign policy interests of the United States and
those acting on behalf of such entities may be added to the Entity List. The Bureau of Industry and Security (BIS)
may impose foreign policy export, reexport, and transfer (in-country) license requirements, limitations on
availability of license exceptions, and set license application review policy based on the criteria in this section. Such
requirements, limitations and policy are in addition to those set forth elsewhere in the Export Administration
Regulations (EAR). License requirements, limitations on use of license exceptions and license application review
policy will be imposed under this section by adding an entity to the Entity List (Supp. No. 4 to this part) with a



reference to this section and by stating on the Entity List the license requirements and license application review
policy that apply to that entity. BIS will implement the provisions of this section in accordance with the decisions of
the End-User Review Committee. Financial support of an individual from a university (or association with an entity)
included on the Entity List is a “red flag” which requires an additional level of due diligence before proceeding with
educational and research activities. As this individual is an integral part of the denied party (e.g., does have
fiduciary duty to/from the university/entity as an employee, officer, trustee or person in a similar position in the
university would) the sharing of any information outside of the public domain may require a deemed export
license.

A “Deemed Export” is the release of technology to a foreign person in the United States. Deemed exports may
occur through release to foreign national employees, foreign students or scholars conducting research, visiting
scholars, demonstrations, trade shows, conferences, oral briefings, telephone calls or messages, faxes, as well as
the electronic transmission of non-public data or posted non-public data on the internet.

PURPOSE:

The purpose of this plan is to certify the accuracy of the disclosed export control checklist (Attachment A) and
acknowledge that any activity that would change the scope of the position and access to technology or that would
change the answers to the checklist will be reported to the export compliance office (exportcontrol@odu.edu) to

be reviewed and evaluated for licensing determination.

SCOPE and APPROACH:

The ODU supervisor and Department are responsible for ensuring compliance with all export control regulations
with the guidance provided by the export compliance office. Export control training will be provided with this
document. Questions regarding restricted research locations and information systems should be directed to the
Office of Research.

Licensing Determination

With Respect to the technology or technical data that ODU/ODURF will release or otherwise provide assess to the
employee, , the Research Security and Export Control Office certifies
that it has reviewed the Export Administration Regulations (EAR) and the International Traffic and Arms
Regulations (ITAR) and has determined that:

A license is not required from the the U.S. Department of Commerce or the U.S. Department of State to release

such technology or technical data to the foreign person.

Or

A license is required from the U.S. Department of Commerce and/or the U.S. Department of State to release

technology or technical data to the employee and the institution will prevent access to the controlled technology
or technical data by the employee until and unless the university has received the required license or other
authorization to release it to the employee.

Certifications:

By signing below, you certify that the information you have provided is true and correct to the best of your
knowledge. This signature also authorizes VISA to release any information pertaining to this application or any
information from the institution’s records that U.S. Citizenship & mmigration Services (USCIS) may need in order to
determine the employee’s eligibility for the authorization being sought. It is recognized and acknowledged that



USCIS has authorization to conduct audits of this application using publicly available, open source information. Itis
also recognized that supporting evidence submitted may be verified by USCIS through any means determined
appropriate by USCIS, including, but not limited to, on-site compliance reviews.

If the scope and access required by the employee are modified, the supervisor is required to notify University
Export Control of the changes, and a new licensing determination will be completed.

ODU Supervisor Signature:

Date Signed:

Dean/Vice President Signature:

Export Control Signature:

Date Signed:




Applicant Name: College/Dept.

Position Title: Visa:

Building: Role:

Citizenship: Sponsor a Foreign Entity? Yes [l No[_|

Old Dominion University
EXPORT CONTROL CHECKLIST

Revised April 2024

Position Description:

To comply with federal export control regulations, ODU is performing export licensing assessments for all

international applicants and Visiting Research Scholars. Export control definitions can be found in
Attachment 2 to this form. (If you have questions about this form, please contact the Office of

Research at exportcontrol@odu.edu or 757-686-6279.)

Export Control:

1. Does aroly of the following potential export control issues apply to this position YES NO
project?
a. Work conducted outside of the United States? l_
b. Are you working with a foreign entity? .
c. Equipment, materials, technology or software exported outside of the U.S.
(Including through email, phone, or FTP.)
d. Travel to Cuba, Iran, North Korea, Russia, or Syria or other sanctions
countries?
OFAC
Embargoed or Sanctioned
e. Will the individual have access to any special equipment that is not basic
commercial equipment or technology?
f.  Will the individual be involved in Al, Machine Learning, or other Emerging
Technologies? |
g. Will the individual have access to any Bio-agents?
Toxicological agents
Pathogens and Toxins
h. Will this individual be involved in research activities? (if yes, please provide
a description of the research and list project numbers below.)
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Note: If you involving Bio-agents; please indicate here:

Will this research involve any special equipment or software? Please be as specific as possible.

Research description:

If you have answered yes to any of the above, it is likely that a license would be required or that a license
may not be possible. Please contact the export compliance office to discuss whether your proposed
research can proceed.

By signing this checklist, I acknowledge that I have completely answered the questions to the best of my
knowledge and belief based on the most accurate and reliable information available as of the date of the
signing of this checklist. I also acknowledge I will inform the export compliance office if there is a change
in the scope that may result in a need to re-evaluate and/or revise the answer to any of the checklist
questions.

An accurate narrative description of my research project or statement of work is attached to this form.

Supervisor Signature: Date:

EXPORT COMPLIANCE USE ONLY

This form and narrative description of the research project/statement of work must be sent to the
Office of Research for review.

Did the Office of Research indicate that an export license is required? Ye4 No

Explanation (attach backup documentation as appropriate):
Export Control Approval:

Date:
Assistant Vice President for Research Security & Export Control
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Attachment 1
EAR AND ITAR CONTROL LISTS BY MAJOR CATEGORIES

Commerce Control List (CCL)
Export Administration Regulations (EAR)
https://www.bis.doc.gov/index.php/regulations/export-administration-regulations-ear

See Part 774, Supplement 1
https://www.bis.doc.gov/index.php/documents/regulation-docs/435-part-774-the-commerce-control-
list/file

Category 0 Nuclear Materials, Facilities & Equipment (and Miscellaneous Items)
Category 1 Materials, Chemicals, Microorganisms, and Toxins

Category 2 Materials Processing

Category 3 Electronics

Category 4 Computers

Category 5 (Part 1) — Telecommunications; (Part 2) Information Security
Category 6 Sensors and Lasers

Category 7 Navigation and Avionics

Category 8 Marine

Category 9 Propulsion Systems, Space Vehicles, and Related Equipment

U.S. Munitions List (USML)
International Traffic in Arms Regulations (ITAR)
https://www.ecfr.gov/cgi-bin/text-idx?node=22:1.0.1.13.58&rgn=div5

See Part 121.1

Category [ Firearms, Close Assault Weapons and Combat Shotguns

Category II Guns and Armament

Category Il Ammunition/ Ordnance

Category IV Launch Vehicles, Guided Missiles, Ballistic Missiles, Rockets, Torpedoes, Bombs and
Mines

Category V Explosives and Energetic Materials, Propellants, Incendiary Agents and Their
Constituents

Category VI Vessels of War and Special Naval Equipment

Category VII  Tanks and Military Vehicles

Category VIII Aircraft and Associated Equipment

Category IX  Military Training Equipment and Training

Category X Protective Personnel Equipment and Shelters

Category XI ~ Military Electronics

Category XII  Fire Control, Range Finder, Optical and Guidance and Control Equipment

Category XIII Auxiliary Military Equipment

Category XIV Toxicological Agents, Including Chemical Agents, Biological Agents, and Associated
Equipment

Category XV  Spacecraft Systems and Associated Equipment

Category XVI Nuclear Weapons, Design and Testing Related Items

Category XVII Classified Articles, Technical Data and Defense Services Not Otherwise Enumerated

Category XVIII Directed Energy Weapons

Category XIX Reserved

Category XX  Submersible Vessels, Oceanographic and Associated Equipment

Category XXI Miscellaneous Articles

Emerging Technology
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https://www.federalregister.cov/documents/2018/11/19/2018-25221/review-of-controls-for-certain-emerging-

technologies
(1) Biotechnology, such as:
(1) Nanobiology;
(i1) Synthetic biology;
(iv) Genomic and genetic engineering; or
(v) Neurotech.
(2) Artificial intelligence (AI) and machine learning technology, such as:
(1) Neural networks and deep learning ( e.g., brain modelling, time series prediction,
classification);
(i1) Evolution and genetic computation ( e.g., genetic algorithms, genetic programming);
(111) Reinforcement learning;
(iv) Computer vision ( e.g., object recognition, image understanding);
(v) Expert systems ( e.g., decision support systems, teaching systems);
(vi) Speech and audio processing ( e.g., speech recognition and production);
(vii) Natural language processing ( e.g., machine translation);
(viii) Planning ( e.g., scheduling, game playing);
(ix) Audio and video manipulation technologies ( e.g., voice cloning, deepfakes);
(x) Al cloud technologies; or
(xi) Al chipsets.
(3) Position, Navigation, and Timing (PNT) technology.
(4) Microprocessor technology, such as:
(1) Systems-on-Chip (SoC); or
(i1) Stacked Memory on Chip.
(5) Advanced computing technology, such as:
(1) Memory-centric logic.
(6) Data analytics technology, such as:
(1) Visualization;
(i1) Automated analysis algorithms; or
(ii1) Context-aware computing.
(7) Quantum information and sensing technology, such as
(1) Quantum computing;
(i1) Quantum encryption; or
(ii1) Quantum sensing.
(8) Logistics technology, such as:
(1) Mobile electric power;
(i1) Modeling and simulation;
(ii1) Total asset visibility; or
(iv) Distribution-based Logistics Systems (DBLS).
(9) Additive manufacturing ( e.g., 3D printing);
(10) Robotics such as:
(1) Micro-drone and micro-robotic systems;
(i1) Swarming technology;
(111) Self-assembling robots;
(iv) Molecular robotics;
(v) Robot compliers; or
(vi) Smart Dust.
(11) Brain-computer interfaces, such as
(1) Neural-controlled interfaces;




(i1) Mind-machine interfaces;
(111) Direct neural interfaces; or
(iv) Brain-machine interfaces.
(12) Hypersonics, such as:
(1) Flight control algorithms;
(i1) Propulsion technologies;
(ii1) Thermal protection systems; or
(iv) Specialized materials (for structures, sensors, etc.).
(13) Advanced Materials, such as:
(1) Adaptive camouflage;
(i1) Functional textiles ( e.g., advanced fiber and fabric technology); or
(ii1) Biomaterials.
(14) Advanced surveillance technologies, such as:
(15) Faceprint and voiceprint technologies.

Revised April 2024
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Attachment 2

DEFINITIONS

Export: (EAR 734.2(b)(1), ITAR 120.17) In general, an export includes any (1) actual shipment or
transmission of items out of the United States. Includes standard physical movement of items across the
border by truck, car, plane, rail, or hand-carry; (2) Technology and software disclosed through email,
telephone discussions, fax, posting to the internet; or (3) any release or disclosure, including verbal
disclosures or visual inspections, of any technology, software or technical data to any Foreign
National/Person. An export may also include the actual use of an application, software, or service by a
foreign national abroad. Complete definitions of the term “Export” are contained within the regulations
cited below. These regulations should be consulted when determining whether a particular course of
action will constitute an export under those regulations. (Remember, discussion of the material with a
Foreign National/Person, regardless of the country of which the individual is a citizen, constitutes export.)

ReExport: The shipment or transfer to a third country of goods, technology, or software originally
exported from the United States.

Deemed Export: EAR 734.2(b)(2)(ii) and ITAR 120.17; the release of technology to a foreign person in
the United States. Deemed exports may occur through release to foreign national employees, foreign
students or scholars conducting research, visiting scholars, demonstrations, trade shows, conferences, oral
briefings, telephone calls or messages, faxes, as well as the electronic transmission of non-public data or
posted non-public data on the internet.

Whenever research occurs in the U.S. but is related to controlled equipment or technology, a foreign
student’s or researcher’s involvement may trigger a deemed export.

Basic Research: Basic research is experimental or theoretical work undertaken primarily to acquire new
knowledge of the underlying foundations of phenomena and observable facts.

Applied Research: original investigation undertaken in order to acquire new knowledge and directed
primarily towards a specific practical aim or objective.

Dual Use: Goods, software, and technology that have both civilian and military use cases.

Defense Articles: Any item or technical data that is specifically designed, developed, configured,
adapted, or modified for a military, missile, satellite, or other controlled use listed on the USML. Defense
articles also include things such as models, mock-ups, or other items, i.e. technical data related to items.

Note that sometimes defense articles include items not listed on the USML.

Defense Services: Providing assistance, including training, to a foreign person, whether in the United
States or abroad in the design, manufacture, installation, repair, or operation of a defense article, as well
as providing technical data. Defense services also include informal collaboration, conversations, or
interchanges concerning technical data.

Emergening Technology: Recently developed or developing technologies not currently controlled for
export that are essential to the national security of the United States and warrant implementation of export
controls. Emergency Technology List

Person: Person means a natural person as well as a corporation, business association, society, trust, or
any other entity, organization or group, including government entities.
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U.S. Person: Any individual who is granted U.S. citizenship; any individual who is granted U.S.
Permanent resident (“Green Card” holder); any individual who is granted status as a “protected person”
under 8 U.S.C. 1324b(a)(3); any corporation/business/organization, group incorporated in the United
States Under U.S. law; any part of the U.S. government.

Foreign National/Person: Any individual who is not a U.S. citizen; any individual who is not a U.S.
permanent resident; any individual who is not a protected individual (e.g., refugees or have political
asylum); any foreign corporation/business/organization/group not incorporated or organized under U.S.
law; foreign government and any agency or subdivision of foreign governments (e.g. diplomatic
missions). (A Foreign National/Person is a person who has not been issued a “green card” by the U.S.
government or who possesses only a student visa.)

Note: if the individual is not a U.S. person when applying “deemed export” rules, the EAR looks at
the person’s most recent citizenship or permanent residence, whereas the ITAR looks at the person’s
country of origin (i.c., country of birth) and all current citizenships.

International Traffic in Arms Regulations ITAR): The ITAR is composed of published regulations
and guidelines concerning the Department of State review of regulated exports. ITAR applies to defense
articles and services, including any technical data associated with such defense articles and services. The
ITAR generally refers to items that have military usage only. A list of regulated defense articles is
contained in ITAR, and is commonly referred to as the U.S. Munitions List (USML). ITAR and the
USML are updated and re-published annually in the Code of Federal Regulations. The current ITAR is
published in 22 CFR §§ 120-125 (Foreign Relations). The complete USML is published in 22 CFR
§121.1. Additional provisions in ITAR further define and categorize the items listed in the USML. The
complete text of ITAR and the USML are available online at the at https://www.ecfr.gov/cgi-bin/text-
idx?node=22:1.0.1.13.58&rgn=div5

Export Administration Regulations (EAR): The EAR is composed of published regulations and

guidelines concerning the Department of Commerce review of regulated exports. The EAR generally
refers to items that have “dual use,” i.e. both military and commercial applications. Goods and services
that are regulated by the EAR are listed in the Commerce Control List (CCL). The EAR and CCL are
updated and re-published annually in the Code of Federal Regulations. The current EAR is published in
15 CFR §§ 730-774 (Commerce and Foreign Trade). The complete CCL is published in 15 CFR § 774,
Supp. 1. The complete text of the EAR and the CCL is available online at
https://www.bis.doc.gov/index.php/regulations/export-administration-regulations-car

Commodity Jurisdiction Ruling: Where an article is arguably covered by both the EAR and ITAR, a
request can be made to the State Department to determine which agency will have jurisdiction over the
export of the article.

Publicly Available (EAR): Technical data and software are not subject to the EAR, so absolutely no
restrictions apply to them; except for software classified under 5D002 of the Commerce Control List (CCL).
Public domain. In order to meet the publicly available exclusion in the EAR the research must be “published”
(EAR 734.7), “resulting from fundamental research” (EAR 734.8), Educational information (EAR 134.9),

Patent applications (EAR 134.10), or Unrestricted government research (EAR 134.11).

“Published” is when the research becomes generally accessible to the interested public, in any form,
including: publication in periodicals, books, print, electronic and available for free or nominal cost; available
in libraries open to public; published patent and applications; released at open conferences, seminar, trade show.

Software is “published” when it is available for general distribution either for free or at nominal cost.

“Resulting from fundamental research” is when basic and applied research in science and engineering, where

7
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the resulting information is ordinarily published and shared broadly within the scientific community.
Fundamental research must meet two criteria:

e Basic and Applied Research
e The researchers must be free to share the results of the research, so no restriction on publication is
permitted.
Research is not considered “fundamental research” if the university or its researchers accept (at the request, for
example, of a sponsor) other restrictions on the publication of scientific and technical information resulting
from the project or activity. EAR 734.8(b)(5).

An acceptable restriction is a prepublication review by a sponsor of university research solely to ensure that the
publication would not: “inadvertently divulge proprietary information that the sponsor has furnished to the
researchers” (EAR 734.8(b)(2)) or “compromise patent rights” (EAR 734.8(b)(3))

NOTE: Tangible products of fundamental research (models, instruments, devices) are subject to export controls
and will require a review. Only data and information resulting from the research are fundamental; some items
used for the research could remain subject to the controls, and release to a foreign person would be deemed
export. Fundamental Research can be conducted only in the U.S. The exemption does not apply abroad, e.g.
does not apply to a laboratory or field research site in another country outside of the U.S. Proprietary research
and from industrial development, design, production, and product utilization, the results of which ordinarily are
restricted for proprietary reasons or specific national security reasons as defined in Sec. 734.11(b).

“Unrestricted government research” (EAR 734.11): Research conducted in an open setting where the
researchers are free to share the results without restriction among the scientific community. If “specific national
security controls are agreed on to protect information resulting from the research”, the publicly available status
doesn’t apply. The research will be subject to the EAR.

Publicly Domain (ITAR): Information that is published and which is generally accessible or available to the
public. However, the ITAR is more restrictive as it specifically designates what is covered by the Public
Domain definition and, therefore not subject to the ITAR requirements.

Information published and accessible to the public: through sales at newsstands and bookstores, through
subscriptions, through second class mailing privileges granted by the U.S. Government, at libraries open to
the public or from which the public can obtain documents, through patents, through unlimited distribution at a
conference, meeting, seminar, trade show or exhibition, generally accessible to the public, in the United
States, through public release in any form and through Fundamental Research.

Fundamental Research is defined as “basic and applied research in science and engineering [at accredited
institutions of higher learning in the U.S.] where the resulting information is ordinarily published and shared
broadly within the scientific community.

e Must be at an accredited institution of higher education

e Results must be published and share broadly, so no restrictions is permitted

e Not fundamental if:

o Research takes place outside the University. Example: Research conducted by an ODU
research team at a commercial lab would not be considered fundamental research if the
technology is subject to the ITAR.

o The University or researchers accept any restrictions on publication. ITAR 120.11 (8) (i)

o The research is funded by the U.S. Government and specific access and dissemination
controls protecting information resulting from the research are applicable. ITAR 120.11 (8)
(i)

NOTE: The fundamental research exemption does not cover the actual physical export of covered
equipment, software, materials, or biological agents.
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