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community, it is my responsibility to turn in all suspected violators of the Honor Code.  I will report to a hearing 
if summoned. 
 
Student Signature: ___________________________________________________  
 
Student Name (BLOCK CAPITALS): ___________________________________  
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1. This examination contains 30 problems in the following seven areas: 
 

 A. MATH  (At most 2 problems can be   A1 A2 A3 A4 
   answered from the Math area) 
 
 B. CIRCUITS & ELECTRONICS  B1 B2 B3 
 
 C. SYSTEMS, SIGNAL AND IMAGE PROCESSING    C1 C2 C3 C4 C5 C6 
 
 D. PHYSICAL ELECTRONICS I  D1 D2 D3   
  
 E. PHYSICAL ELECTRONICS II  E1 E2 E3  
  
 F. COMPUTER SYSTEMS   F1 F2 F3 F4 F5 F6 
  
 G. CYBERSECURITY    G1 G2 G3 G4 G5   
 

2. You must answer five problems (no more than two from the MATH group). 
3. Answer in the blue books provided.  Use a separate book for each problem. Put the title and problem 

number on the front of each book (eg., MATH A-1) 
4. Return all the 30 problems. 
5. You will be graded on your answers to five problems only.     
6. The examination is “closed-book;” only blue books, exam problems and a scientific calculator are 

allowed.  No formula sheet is allowed.  Some problems include reference formulas. No material shall be 
shared without prior permission of the proctor(s).   

7. You have four hours to complete this examination. 
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1. This examination contains 30 problems in the following seven areas: 
 

 A. MATH  (At most 3 problems can be   A1 A2 A3 A4 
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2. You must answer eight problems (no more than three from the MATH group). 
3. Answer in the blue books provided.  Use a separate book for each problem. Put the title and problem 

number on the front of each book (eg., MATH A-1) 
4. Return all the 30 problems. 
5. You will be graded on your answers to eight problems only.     
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allowed.  No formula sheet is allowed.  Some problems include reference formulas. No material shall be 
shared without prior permission of the proctor(s).   

7. You have four hours to complete this examination. 



PROBLEM A1 – MATH 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM A2 – MATH 
 

 

 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM A3 – MATH 
 

Linear Algebra 
 
Let 𝐴𝐴 = �𝑎𝑎𝑖𝑖𝑖𝑖�1≤𝑖𝑖,𝑖𝑖≤𝑛𝑛 be a symmetric matrix with real-valued elements and dimension 𝑛𝑛 × 𝑛𝑛. 
 

1. Show that all of the eigenvalues of matrix 𝐴𝐴 are real. 
2. Show that the determinant of matrix 𝐴𝐴 is equal to the product of its eigenvalues. 
3. Show that the quadratic form 𝑥𝑥𝑇𝑇𝐴𝐴 𝑥𝑥, where 𝑥𝑥 is a vector with real-valued elements and norm 

equal to 1, is bounded, and that its lower and upper bounds are 𝜆𝜆min and 𝜆𝜆max, the smallest and 
largest eigenvalues, respectively, of matrix 𝐴𝐴. 

Note: For full credit formal proofs using a sequence of logical reasoning steps are expected. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM A4 – MATH 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 



  

PROBLEM B1 – CIRCUITS AND ELECTRONICS 
  
 
Sinusoidal Steady State Response 
 
 The sinusoidal voltage source in the circuit shown is generating the voltage vg = 1.2 
cos 100 t V.  The op-amp is ideal.  What is the expression output voltage vo(t) if C = 1uF. 
 
The variable capacitor C is adjusted until the output voltage leads the input voltage by 120o. 
 

a. Find the value of C in microfarads. 
b. Write the steady state expression for the output voltage vo(t) when C has the value 

found in (a). 
 
 

 
  



  

PROBLEM B2 – CIRCUITS AND ELECTRONICS  
 
 
Laplace Application to Circuit Analysis  
 

a. Find the s- domain expression for the voltage Vo in the circuit shown. 
b. Use the s-domain expression derived in (a) to predict the initial and final values of vo. 
c. Find the time domain expression for vo. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM B3 – CIRCUITS AND ELECTRONICS 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM C1 – SYSTEMS, SIGNALS AND IMAGE PROCESSING 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 



  

PROBLEM C2 – SYSTEMS, SIGNALS AND IMAGE PROCESSING 
 

Consider a causal LTI system described by the following difference equation: 
 

y[n+2] - 5/6y[n+1] + 1/6 y[n] = x[n+2] 
 
(a). Determine the system function H[z] for the system. (2 points) 
(b). Find the impulse response h[n] for the system. Is the system stable? (2 points) 
(c). Determine the output y[n] for the input x[n] = (1/5)nu[n]. (2 points) 
 (e). Find the response of the system for the input (4 points) 

𝑥𝑥(𝑛𝑛) = 1 + sin (𝜋𝜋𝑛𝑛 + 𝜋𝜋
3

), for all n 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 



  

PROBLEM C3 – SYSTEMS, SIGNALS AND IMAGE PROCESSING 
 

An analog signal, x(t), has a bandwidth of 20k Hz. In this problem, you will work as an engineer 
to design a simple discrete-time signal processing system to process the signal.  
 

a) In the first step, you will sample this analog signal. What are the Nyquist rate and Nyquist 
interval for x(t), respectively? (2 points, 1 point for each)  

b) Assume that you sampled the analog signal, x(t), using a sampling frequency of 40k Hz 
and obtained a discrete-time sequence x[n], what is the highest frequency in x[n]? (4 
points)  

c) If you want to design a discrete-time low-pass filter h[n] to filter out all frequency 
components beyond 10k Hz in x(t), what is the cut-off frequency of h[n]? (4 points) 
(Attention: h[n] is in discrete-time domain) 

 

 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM C4 – SYSTEMS, SIGNALS AND IMAGE PROCESSING 
 
Control Systems 
 

 
 
 
 
 
 
 

Continued on next page 
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PROBLEM C5 – SYSTEMS, SIGNALS AND IMAGE PROCESSING 
 
Communications Problem: 
 
Heterodyning is the process of shifting the spectrum of a given signal from one frequency band to a 
different one. Consider a real-valued bandpass signal x1(t) with center frequency f1 and bandwidth B 
for which heterodyning is used to shift its spectrum to convert it to a new signal x2(t) with center 
frequency f2.  

 
1. Sketch a block diagram outlining how heterodyning is accomplished with clear notations for 

all blocks and signals involved in the process, and explain the difference between up-
conversion and down-conversion of signal x1(t). 
 

2. Explain using Fourier analysis how heterodyning changes the spectrum of bandpass signal 
x1(t) to produce signal x2(t). State the specific property of the Fourier transform that is 
relevant to heterodyning. 

 
For full credit the explanations should be given in full sentences with sufficient details, and should 
include all supporting arguments. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM C6 – SYSTEMS, SIGNALS AND IMAGE PROCESSING 
 
Communications Networks: 
 
1. (5 pts) We have a character frame from the higher layer:   A  ESC  FLAG B C.  Assume the byte stuffing 
framing method is used at the data link layer, what will be the actual frame to be transmitted? Note the special 
characters are FLAG and ESC. 
 
 
 
2. (5 pts) The data link layer retransmits a frame if it is not acknowledged by the receiver. If 
the probability of a frame being damaged is p, and the probability of an ACK being damaged 
is q. What is the mean number of transmissions needed for the receiver to successfully receive a frame? 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 



  

PROBLEM D1 – PHYSICAL ELECTRONICS I 
 

 
 
 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 



  

PROBLEM D2 – PHYSICAL ELECTRONICS I 
 

Electromagnetics 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM D3 – PHYSICAL ELECTRONICS I 
 
Optical Fiber Communications 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM E1 - PHYSICAL ELECTRONICS II 
 
Physical Electronics 

 
An abrupt Si P-N Junction with a cross-section of A = 10-4 cm2 has the following 
properties: 
 
P side     N side 
Na = 1017 cm-3   Nd = 1015  cm-3 

 τ 
n =  0.1  µs     τp =  10 µs 

 µp = 200 cm2/ V-s    µn = 1300 cm2/ V-s 
 µn = 700 cm2/ V-s    µp = 450 cm2/ V-s 
 
The junction is forward biased by 0.5 V. 
 

a) What is the total forward current for an ideal p-n junction at + 0.5V bias? 
(Need to calculate Dp, Dn, Lp, Ln, pn, np) 

 

b) What is the total current at a reverse bias of – 0.5V? 
 
c) Calculate the junction potential also called built-in potential 𝑉𝑉𝑏𝑏𝑖𝑖  

 
d) What is the total depletion capacitance (𝐶𝐶𝑖𝑖) at   -4 V reverse bias? 

 
e)  Calculate the depletion widths on the p-side of the junction Xp and on the n-

side Xn for the following reverse biases -4 V and -10 V, the sum of which 
provides the total depletion width W = 𝑋𝑋𝑝𝑝 + 𝑋𝑋𝑛𝑛 . 
 

Physical Constants:  
Intrinsic carrier concentration in Si : ni =   1.45 x 1010 cm -3 
 
Permittivity in Vacuum     ε = 8.8854 x 10-14  F/ cm ;        
 
Dielectric constant of 𝑆𝑆𝑖𝑖          𝐾𝐾𝑠𝑠𝑖𝑖 = 11.7 
 
Elementary Charge :          q = 1.602  x  10-19  C 
 
Boltzman Constant:           k = 1.38066 x 10 -23 J/ K = 8.62*10−5𝑒𝑒𝑉𝑉/𝐾𝐾 
 
Thermal voltage at 300K:          kT/q = 0.0259 V 

 



  

PROBLEM E2 – PHYSICAL ELECTRONICS II 

 
          
Physical Electronics 
 
1. Draw a (011) plane and a (111) plane for crystalline silicon  

 
2. Using an energy-momentum diagram, explain the difference between a direct band gap 

semiconductor and indirect band gap semiconductor 
 

3. An ideal silicon junction has NA= 2 × 1019 cm-3 and ND= 4 × 1015 cm-3. Calculate the depletion layer 
width, the maximum field and the junction capacitance at zero volt and at reverse bias of 3V (T = 
300K).  
A list of equations and data is provided to you below. Please note that not all equations and data 
should be used. 

 

             

              

           

 

   

           
 

Silicon (300 K): NC= 2.86 1019 cm-3 ; NV = 2.66 1019 cm-3 ; ni = 9.65 109 cm-3   

mp =1 m0; mn = 0.19 m0; m0 = 0.91 10-30 kg;  k = 1.38 10-23 J/K ; q = 1.6 10-19 C                     
 
 
                 

 
 
 
 
 



  

PROBLEM E3 – PHYSICAL ELECTRONICS II 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM F1 – COMPUTER SYSTEMS 
 

Microprocessors 
 

 
 
 
 
 
 
 

Continued on next page 



  

 
 

Category Instruction Low 
power 

Meaning 

 
 
 
Arithmetic 

 
 
 
 
 
 
 

Logical 
 
 
 
 
 
 
 
 
 
 
 

Comparator 
 
 
 
 
 
 
 
 
 
 
 
 
 
Shifts 

 
 
 
 
 
 
Memory 

 
 
 
 
 
Branch 

 
 
 
 
 
 
 

Jump2 
 
 
 
System 

addi rB,  rA imm1 rB ← rA + imms 

add rC,  rA,  rB rC ← rA + rB 
sub rC,  rA,  rB rC ← rA - rB 
muli rC, rA, rB rC ← (rA × imms)31..0 
mul rC, rA, rB rC ← (rA × rB)31..0 
mulxuu rC, rA, rB rC ← ((unsigned)rA × (unsigned)rB)63..32 
and rC, rA, rB rC ←rA and rB 

andi rB, rA, imm y rB ←rA and immu 

or rC, rA, rB  rC ←rA or rB 

ori rB, rA, imm y rB ←rA or immu 

xor rC, rA, rB  rC ←rA xor rB 

xori rB, rA, imm y rB ←rA xor immu 

nor rC, rA, rB  rC ←rA nor rB 

cmpgei rB, rA, imm rB ← (rA ≥ imms)? 1 : 0 
cmplti rB,  rA,  imm rB ← (rA < imms)? 1 : 0 
cmpnei rB,  rA,  imm rB ← (rA /= imms)? 1 : 0 
cmpeqi rB,  rA,  imm rB ← (rA = imms)? 1 : 0 
cmpgeui rB, rA, imm rB ← (rA ≥ immu)? 1 : 0 
cmpltui  rB,  rA,  imm rB ← (rAu < immu)? 1 : 0 
cmpge rC, rA, rB rC ← (rA ≥ rB)? 1 : 0 
cmplt rC,  rA,  rB rC ← (rA < rB)? 1 : 0 
cmpne rC,  rA,  rB rC ← (rA /= rB)? 1 : 0 
cmpeq rC,  rA,  rB rC ← (rA = rB)? 1 : 0 
cmpgeu rC, rA, rB rC ← (rAu ≥ rBu)? 1 : 0 
cmpltu rC,  rA,  rB rC ← (rAu < rBu)? 1 : 0 
sll rC,  rA,  rB rC ← rA << rB4..0 
slli rC,  rA,  imm rC ← rA << imm4..0 
srl rC, rA, rB rC ← rAu >> rB4..0 
srli rC, rA, imm rC ← rAu >> imm4..0 
sra rC, rA, rB rC ← rAs >> rB4..0 
srai rC, rA, imm rC ← rAs >> imm4..0 
rol rC,  rA,  rB rC ← rA rol rB4..0 
ror rC,  rA,  rB rC ← rA ror rB4..0 
roli rC, rA, imm  rC ← rA rol imm4..0 
ldw rB, imm (rA) y rB ← MEM[imms+rA] 

stw rB, imm (rA) y MEM[imms+rA] ← rB 
br imm y PC ← PC+4+imms 

bge rA, rB, imm if(rA ≥ rB) PC ← PC+4+imms 

blt rA, rB, imm  if(rA < rB) PC ← PC+4+imms 

bne rA, rB, imm y if(rA /= rB) PC ← PC+4+imms 

beq rA, rB, imm y if(rA = rB) PC ← PC+4+imms 

bgeu rA,  rB,  imm  if(rAu ≥ rBu) PC ← PC+4+imms 

bltu rA,  rB,  imm if(rAu < rBu) PC ← PC+4+imms 

call imm PC ← imm << 2 ; retAdd←PC+4 

callr rA PC ← rA ; retAdd←PC+4 

ret PC ← retAdd 
jmp rA PC ← rA 
jmpi imm y PC ← imm << 2 
IntEn   Enable interrupt 

IntDs Disable interrupt 
 

 

 
 

1imm=IR15..0 unless otherwise noted, imms is signed, immu is unsigned 
2for Jump instructions imm=IR27..0 



  

PROBLEM F2 – COMPUTER SYSTEMS 
 
Digital Systems 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM F3 – COMPUTER SYSTEMS 

 
 
 
 

 
 
 
 
 
 
 



  

PROBLEM F4 – COMPUTER SYSTEMS 
 
Algorithms 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 



  

PROBLEM F5 – COMPUTER SYSTEMS 
 

 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM F6 – COMPUTER SYSTEMS  
 

 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM G1 – CYBERSECURITY 
 
Consider using RSA encryption algorithm,  
 

(a) choose p = 3 and q = 11, and encode the word “dog” by encrypting each letter separately. Apply the 
decryption algorithm to the encrypted version to recover the original plaintext message.  
 

(b) Repeat part (a) but now encrypt “dog” as one message m . 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM G2 – CYBERSECURITY  
 
Cyber Defense Fundamentals 
 
1. (5 pts) Describe how the Diffie-Hellman algorithm enables Alice and Bob to establish a private 
shared key. 
 
2. (5 pts) Explain why an eavesdropper, Eve, cannot find the private key of Alice and Bob in the 
Diffie-Hellman system, even if Eve hears all communications between Alice and Bob. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM G3 – CYBERSECURITY 
 
Cyber Physical System Security 
 
1. (5 pts) Explain how a firewall protects an internal network.  
 
 
2. (5 pts) What is the buffer overflow attack? 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

PROBLEM G4 – CYBERSECURITY 
 

 
 
 
 
 
 
 
 
 



  

PROBLEM G5 – CYBERSECURITY  
 
Security and Privacy of Embedded Systems 
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