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Abstract: 
Network protocols have stringent requirements stated in their specifications and standards 
(e.g., RFCs), which their implementations are expected to comply with. Noncompliance in a 
protocol implementation can cause interoperability issues, inconsistent behavior, or 
performance degradation. Worse, some noncompliance can even have security implications. 
Automatically detecting whether a protocol implementation is noncompliant with a given 
property is a long-standing and challenging problem. In addition, the lack of robustness of a 
protocol implementation against malicious attacks---exploiting subtle vulnerabilities in the 
implementation---mounted by the compromised nodes in an adversarial environment can limit 
the practical utility of the implementation by impairing the performance of the protocol and 
can even have detrimental effects on the availability of the network.  

Given the stake associated with network protocols, ensuring secure and reliable operations of 
their implementations calls for pre-deployment measures. In this talk, I will focus on fortifying 
the implementations of network protocols along two dimensions. I will first present an 
automated developer-facing verification tool to help developers find bugs and vulnerabilities by 
automatically detecting whether their protocol implementation is non-compliant with its 
specifications. Finally, I will present an automated adversarial testing tool to improve the 
robustness of a given protocol implementation by automatically finding vulnerabilities that can 
impair the performance of the implementation. 
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